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INTRODUCTION 

The current threat to the UK from International Terrorism remains 'SEVERE' 
meaning that an attack is highly likely.

Between the killing of Fusilier Lee Rigby in 2014 and recent Westminster 
attacks, thirteen other plots have been foiled by the Police and Security 
Services. 

The principal threat comes from DAESH (also known as ISIL/ISIS/IS) and Al-
Qaida, and groups and individuals who are directed, enabled or inspired by 
them.

The level of threat is complex and ranges from 'lone-wolves' intent on carrying 
out effective attacks as demonstrated in the attacks in Nice, Paris, Stockholm, 
and Berlin, to sophisticated networks pursuing ambitious and co-ordinated 
plots.



The UK Police and Security Services are currently carrying out hundreds of 
investigations and making arrests on a near daily basis.  Around 550 cases are 
being handled at any one time.

GOVERNMENT RESPONSE

CONTEST strategy, the UK Government’s counter-terrorism strategy.  There 
are four strands to the strategy:

Prevent is one of the four elements of CONTEST strategy.  It aims to stop 
people becoming terrorists or supporting terrorism.  

In Police Scotland, Prevent is a safeguarding process which focuses on the 
early identification of individuals or institutions which are vulnerable to 
radicalising influences. 
Prevent tackles all forms of extremist activity, including those relating to 
Northern Ireland, stemming from extreme left or right wing groups, or resulting 
from ongoing global conflicts such as Syria. 

Prevent is not a police led agenda; it relies on partnership working as is the 
case with many other preventative crime strategies implemented by Police 
Scotland. 



It is everyone’s responsibility to tackle terrorism and the destructive impact it 
has on our communities. Police Scotland Prevent Delivery Unit works with a 
wide variety of partners including local authorities, NHS Scotland, Scottish 
Prison Service, Higher and Further Education establishments, independent 
schools, relevant government departments and also community organisations 
to deliver the Prevent strategy.

SPOTTING THE SIGNS OF RADICALISATION

People can often become drawn to ideologies held by others and some are 
particularly susceptible to this type of control. 

Such individuals may be lacking moral role models in their lives, experience a 
lack of access to proper education or hold a grievance that can be enhance 
their sensitivity to this form of manipulation. 

These ideologies may be shared through various means, through local and 
national social networks, however most often on the internet. Radicalisers use 
normal social processes of influence when trying to persuade vulnerable 
people towards their beliefs. There is no magic formula or secret skill. 

Social Networks

We trust those closest to us and can be influenced by those we trust, we tend 
to share the same beliefs as our peers and often will not question the motives 
of those we love and respect. 

It can be easy to follow the same ideals and it’s comfortable to share the 
same way of thinking – even when that thinking may be misguided. 

For many, friendship networks and gangs are clearly significant in certain 
areas and for certain groups, particularly young people. There may be reason 
to believe that people are associating with others known to be involved in 
extremism – either because they associate directly with known individuals 
and close friends or because they frequent key locations where these 
individuals are known to operate. 

There may be evidence that a significant person in the individual’s life has 
extremist views or sympathies and they may be exposed to extremist material 
through these close connections.

Being at a transitional stage in life

A transitional stage in life can be anything from moving to a new area or 
country, ending or starting a new relationship, starting or graduating from 
college or university, changing jobs, recovering from illness or a number of 
other situations which can leave people thinking ‘what’s next’. 

Personal crises and significant life events such as loss or bereavement or 
major situational challenges like homelessness or poverty can leave 
individuals questioning their identity and seeking new meaning. 



A need for identity, meaning or belonging

It may be that an individual has encountered peer, social, family or faith group 
rejection or isolation. As a result, they may choose to tackle feelings of low 
self-esteem or loneliness by exploring new groups and cultures. 

They may be searching for answers to questions about identity and faith and 
experiencing a need to belong and feel part of something. 

Individuals may be distanced from their cultural/religious heritage and feel 
uncomfortable with their place in the society around them. These individuals 
may show signs of disassociating from existing friendship group and become 
involved with a new and different group of friends. 

Being influenced or controlled by a group

Organisations intent on radicalising other can have an incredibly powerful and 
dominating effect on other individuals. 

People may choose to follow certain groups to earn credit amongst their 
peers or with those they perceive to be in an authoritative position. They may 
not initially be aware of the group’s true intentions or fully understand the 
extent of the beliefs held. 

Leaders and members that hold strong beliefs can use their power and 
influence to induce guilt, shame and a sense of duty in the wider group. 
Individuals who show allegiance can be left with feelings of obligation, a need 
to fit in, a duty to comply or to ‘keep the peace’ and may have concerns 
around their own self-perception, worried about what others will think of them 
if they disagree or fail to conform. 

Opportunistic Involvement

People may be presented unexpectedly with an opportunity to become 
involved with groups or individuals they may not otherwise associate with. 
They may be taken by surprise by ‘psychological hooks’ that quickly take 
hold. 

They may see an opportunity to personally benefit from a situation, 
subsequently being unknowingly led down a path of radicalisation that they do 
not fully appreciate or understand. 

During that process people may sometimes pass through a phase of holding 
extremist but not violent views, before reaching a position where they are 
prepared to pursue damaging actions. 

Feelings of grievance and injustice

People often find themselves in situations they perceive as ‘unfair’. It is at this 
point that they may become vulnerable to indoctrination and radicalisation. 

Often the most vulnerable are those who experience discrimination, racial or 
religious harassment, or distrust. They may have experienced poverty, 
disadvantage or social exclusion that has left them with a distorted opinion of 



the world. 

They may experience a sense of righteousness, thinking that they know the 
‘truth’ and no one else does. Their truth can become contaminated and based 
on one-sided information, which, with certain influences can lead them 
towards a terrorist ideology. 

Feeling under threat

Individuals may be at risk due to general insecurities or feelings of 
vulnerability and alienation following recent conflict or absent family 
relationships. 

Those intent on recruiting individuals to extremist activities may target people 
who have experienced a trauma, particularly any trauma associated with war 
or sectarian conflict. 

Relevant mental health issues

Common forms of mental distress or disorders such as anxiety, depression, 
Post-Traumatic Stress Disorder (PTSD) and relational or personal problems 
can leave individuals particularly susceptible to radicalisation. 

Perceived ‘support’ from others can offer a release from inner angst and 
turmoil. This is why those suffering from mental health issues can be 
particularly at risk of becoming the victims of radicalisers or groups supporting 
a terrorist ideology. 

Vulnerability to radicalisation influences is heightened among young people 
who may be suffering from long-term, undiagnosed mental health problems. 

A desire for status

Some individuals might desire greater power and increased standing within 
their communities due to a lack of identity, a feeling of being lost among the 
crowd or previous experiences of inadequacy. 

People seeking a higher position in life have been found to be at risk of 
radicalisation because of their search for a more potent identity or a desire to 
command respect and control others. Individuals can be driven by feelings of 
unmet aspirations and may spot an opportunity to move up the ranks within 
their social groups. 

A desire for excitement and adventure

Individuals and young people in particular are often influenced by views and 
opinions provided by online propaganda and can associate opportunities for 
adventure with potential dangerous situations. 

The desire for risk-risk taking can be exploited by radicalisers who are intent 
on recruiting susceptible individuals open to new and exciting opportunities. 

A need to dominate and control others

Some individuals have a natural tendency to want to dominate or rule over 



others. The process of radicalisation and the journey towards a terrorist 
ideology can present opportunities for individuals to control and lead others, 
which can be of great appeal to some. 

Such individuals may command respect from others but this is often achieved 
through manipulation, intimidation or fear. They may attempt to enlist the 
attendance of others at private group meetings or events at institutions and 
they are often very vocal about particular ideologies. 

A desire for political or moral change

Some people could react strongly to the emotive subject of extremism and 
terrorism, often with disgust or outrage. In some cases this can lead to an 
overwhelming need for change, either political or moral. 

Individuals may have been personally affected by international events in 
areas of conflict or civil unrest, resulting in noticeable change in behaviour. 
For some, watching the suffering in places of conflict and believing that they 
are unable to contribute can create extreme feelings of anger and alienation.

These powerful feelings experienced can leave individuals susceptible to 
people or groups who may offer an ‘answer’, a way to step in and actively 
tackle the problem and a network of others in support – an attractive 
proposition for some.

RESPONDING TO A TERRORIST INCIDENT

Recent terrorist atrocities have in common the targeting of iconic public sites 
and crowded events.   Whilst it is unlikely a terrorist attack would occur here 
in the Banff & District area, the following advice is applicable for you in any 
crowded place whether at an event, a shopping centre, railway station, airport 
or stadium anywhere in the UK or otherwise.



The Police advice for the public in the unlikely event of a firearms or weapons 
attack, take cover initially.  If it is safe to do so your best course of action is to 
leave the area immediately.





And…what to expect from the Police and first responders in a terrorist 
incident:

The following slide contains a copy of the actual tweet issued by the 



Metropolitan Police as the recent Boroughmarket terrorist attack was 
unfolding.  As you can see, it is based on the Run Hide Tell principle:

The citizenAID app (free to download) and citizenAID Pocket Guide also 
provide advice and guidance for the UK public on staying safe and what to do 
should you be unfortunate to be caught up in an incident: 



  


