
Phishing Scam –

Facilitated Using Email Regarding 

“Cancelled Order” and “Tech Support” Alert

PROTECTION / PREVENTION ADVICE 

⦁ Always be aware of your online order and where you have ordered it from. 

⦁ When receiving an email that is sent by an online retailer, always check that the 

punctuation, grammar and the spelling of the content within the email are correct. Poor 

spelling and grammar can indicate that the email could be fraudulent. 

⦁ If you have received a cancellation email by a retailer, take a look at the order number 

and compare it to the order number when you first ordered the product, or check your 

account for that website. 

⦁ If you do click on an order link and a pop-up window appears, you can open your 

computer’s Task Manager (by pressing CTRL+SHIFT+ESC), select the browser under 

‘Apps’, and click ‘End Task’. This will let you close the browser or specific tabs even when 

there is a pop-up or dialog message. 

⦁ Don’t give your bank account details or sensitive information to anyone who contacts 

you via any unsolicited email or phone call. 

⦁ If you have been affected by this, or any other type of fraud, report it to Action Fraud by 

visiting www.actionfraud.police.uk or by calling 0300 123 2040. 



PPI Fraud Alert

PROTECTION / PREVENTION ADVICE 

⦁ Never take up offers of PPI claims on the spot from cold calls and text messages. 

⦁ Be wary of unsolicited phone calls regarding your PPI and check that the organisation is legitimate. 

⦁ Check credentials, including a permanent business address and landline telephone number. 

⦁ Always check a company’s contact details (such as a website, address and phone number) are correct and 

that, if relevant to the financial industry, they are registered with the FCA. 

⦁ Don’t give your bank account details or sensitive information to anyone without carrying out your own 

research on them. 

⦁ If you have been affected by this, or any other type of fraud, report it to Action Fraud by visiting 

www.actionfraud.police.uk or by calling 0300 123 2040. 


